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Executive Summary

VigilantMinds was asked to perform a follow-up review to verify that the election tabulation
network and associated devices were not connected to any other networks. The follow-up review
was performed on November 9, 2006 and the initial review was performed on November 6, 2006.
The follow-up review was accomplished in the same manner as the initial review, by making
observations about the network and then comparing those observations to the original review.
Observations were made by:

e Viewing the switch management interface to verify that the switch was properly reporting
the connected devices

e Checking Ethernet ports in the room where the equipment is located to verify they are
disabled
Verifying that none of the machines were connected to an external wireless network
Tracing all cables connected to the election tabulation network’s switch to verify they
were connected to permitted devices

Both reviews represent the consultant’s view of the tabulation network at a single point-in-
time, and cannot be used to infer that no changes were made to the tabulation network in
the intervening time period without other supporting evidence.

Observations

VigilantMinds arrived on-site at approximately 9:00 AM on Nov. 9, 2006. At approximately 9:05
AM, the consultant entered the room where the election tabulation network is located. The
consultant used a laptop and a notepad for recording observations. The consultant's laptop was
not connected to the election tabulation network in any way; it was used only to verify that
Ethernet ports in the room normally connected to other networks were not active (no link). The
consultant left the room at approximately 9:35 AM on Nov. 9, 2006.

VigilantMinds recorded the following observations about the network and facilities. Items
highlighted in red are differences that VigilantMinds observed:

All devices are connected via Ethernet to a Dell PowerConnect 2716 switch.

All devices are on the same subnet (192.168.1.0/24).

The Dell PowerConnect 2716 switch properly reports the number of attached devices.

One Ethernet cable was connected to the switch which was unused.

One PC was found in the room which was off and was not connected to the election

tabulation network.

Miscellaneous cabling and equipment was present in the room.

The room has external video surveillance as well as electronic card access control.

The Dell PowerConnect 2716 switch was configured with an |P address of 192.168.1.1.

The Dell PowerConnect 2716 switch has no logging capabilities and limited abilities to

report on attached devices. As a result of this limitation it is not possible to conclusively

identify changes to connections without constant video surveillance of the room'’s interior.

e All Ethernet ports in the walls (normally connected to other networks) were found to be
inactive.

s No sign-in log was present for the room where the elections tabulation network is located.

e The Dell PowerConnect 2716 switch did not have an administrative password assigned

toit.

M o e S TS R pe s Ty ST g e T o e e e W S IR E
Proprietary and Confidential to VigilantMinds Inc. and County of Allegheny
=






